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Security Suite

AHTMBUpPYCHas U aHTUCNAaM-
npoBepka Tpadguka NpoKcu-cepBepa
n SMTP-cepBepa Qbik WinGate

B Peectpe oTevectBeHHoOro MO
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Wnro3 - ﬂepBbll7l YPOBEHb 3alinNTbl KOMNaHUW. OT TOro, HaCKOJIbKO OH
cnpaBuTCA C aTakom 3JIOyMbIWNMEHHNKOB, MOXXeT 3aBUceTb BeCb €€ 6usHec.

or 6ecr|epe60|?|Horo beHKLI,I/IOHI/IpOBaHl/Iﬂ KOpI'IOpaTI/IBHOI;I MOYTbl, «4NCTOTbI» I/IHTepHeT-Tpaq)l/IKa OT BNPYCOB 3aBNCAT BCe

6|/|3HeC'I'IpOLI.ECCbI KOMMaHUW.

3awmTa KOpPNopPaTUBHOM MOYThI
[TpoBepKa No4Tbl Ha CnaMm.

AHTUBMpPYCHaA 1 aHTMCNaM-
npoBepKa NOYTOBbIX COOOLLEHNN,
nepenasaeMblIX Mo NPOTOKOaM
SMTP n POP3, Bknto4as nposepky
BITOXEHHbIX (DaNSIOB.

HactpaviBaemble napameTpbl
CKaHWPOBaHMSA: MaKCUMaSlbHbIN
pasMep M TUMbl NMPOBEPAEMbIX
06beKTOB, CMOCObLI 06PaBOTKM
NHDULMPOBAHHBIX OO BEKTOB.

CobcTBEHHAs NaHenb yrnpasneHus
N MeHe[Xep KapaHTMHa

M3o01aums MHPULMPOBAHHBLIX
hannoB B COOCTBEHHOM KapaHTVHe
nnarnHa u/mnmn kapaHtnHe WinGate.

Bo3mMoOXHOCTb NPOCMOTPa KapaHTNHa,

BOCCTaHOBSIEHWSA W /U NEPECHINKM
COXPaHEHHbIX B HEM (hansoB.
CoxpaHeHue B KapaHTUHe pe3epBHbIX
KOMWI BblneYyeHHbIX (hanos.

3awmTa OT yrpo3 HyneBoro AHs

OBHapy>XeHNe HEM3BECTHbIX
B MOMEHT aTaku yrpos.

AHTUBMpPYCHas NpoBepka ¢annos
M faHHbIX, NepefaBaeMblX
no npotokonam HTTP u FTP.

JeTexkTnpoBaHue BpefOHOCHbIX
06beKTOB B MHOrOKpPaTHO
3aapXMBMPOBAHHbIX pannax

Bo3MOXHOCTb BKITIOHEHNs /
OTKMIOYEHNA AeTeKTUPOBaHMS
BPELOHOCHBIX Mporpamm (no nx
TMNam). Mpun obHapy>XeHUM yrpo3
©e30MacHOCTN K HAM NPUMEHSIOTCS

NencTBMS cornacHo Hactporkam Qbik.

Perucrpaums owmnbok
M NPOUCXOASLLMX CODLITUM
B XXypHaJie perucrpauum coobitmm

B xypHansi (Event Log) 3aHocKTCS
nHMopMaLms 0 NapameTpax
mopynem, coobLeHns ob
0OHapy>XeHNN BUPYCOB AN KaXA0ro
3apa>keHHOro MMcbMa v Ans Kaxaoro
BMpYCa B OTAENbHOCTM (pyCcCKmM

W @HTIMNCKUIN A3bIKU COOBLLEHNN).

O6HapyxeH1e BpeAOHOCHbIX
nporpaMm B HTepHeT-Tpaduke

O6Hapy>XeHKe 3apaxkeHHbIX
06bEKTOB, NepegaBaembiX Mo
npotokosiaM HTTP n FTP, B ToM

ymcne NHPNUMPOBAHHBIX aPX1BOB,
annosbix 6omMb, peknamtoro MO,
nporpamMm A03BOHa, MPOrpPaMM-
LLYTOK W MoTeHUManbHo onacHoro MOo.

JleyeHne HPUUMpPOBaHHBIX
arinos, nepegaBaembix
no npotokony HTTP.

S PeKTUBHBIN 1 KOMMNAKTHbIN
aHTUCNam

AHTUCNaM He TpebyeT obyyeHus

1 MO3BONSET 334aBaTb Pa3fnNyHble
OEeNCTBUSA AN pa3HbIX KaTeropuim
cnama. YepHble 1 Genble Cnnckm
3NEKTPOHHbIX a[lpeCcoB.

Bo3moxHOCTb chpopmMunpoBathb
CNUCOK NPOBepsieMbIX MPOTOKOJIOB
obMeHa faHHbIMU

BO3MOXHOCTb BbIOOPa AencTBUIMA Ans
arnnos, He NOAAAIOLLMXCA MPOBEPKE,
1 OENCTBUN ANS Pa3NUYHbIX BUAOB
cnama, BKito4as nepemMellieHne

B KapaHTWH 1 fobaBneHne npedukca
K TeMe NnucbMma.
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JInyensunpoBaHue Dr.Web gnsa Qbik WinGate

Buabl nuueH3nmn BapuaHTbl ILeH3UM

" Mo 4ncny 3almiLaemMblx Nob3oBaTenen = AHTUBUMpPYC
" MNocepsepHas NULLEeH3UA " AHTMBUPYC + AHTUCNaM
" be3annMUTHasA NMLEH3MS Bce ycnoBusa nnueH3npoBaHns:

https://license.drweb.ru/products /biz

! Tlpn ofHOBPEMEHHOW NOKYMKE 3al1Thbl ANS MHTEPHET-LUITI03a W CepBepa, Ha KOTOPOM OH YCTaHOBIEH,
npenoctasnseTcs ckmpka 20%.

" becnnaTHoe TecTUpoBaHue npoaykToB Dr.Web. " Kpyrnocyto4HoO — Mo TenedoHy 1 4epes popmy
https://support.drweb.ru.

" Pa3BepTblBaHMe, NOMOLLb NPW BHEAPEHNN —

no TenedoHy UK C Bble3A0M Ha TepPUTOPUIO " B Poccum, Ha pycckom s3bike.

3akasuika (Tonbko B Mockse). " CTOMMOCTb NOAAEPXKM AN1A 3aNPancoBbiX 1 BE3NUMUTHBIX
" Mpe3eHTaums, BeOMHap, cemmnHap. JIMLEH3M1A OroBapMBaeTCs 0cobo.
" NomoLLb B HanMCaHUM UK NPoBepKe HanMCcaHHOro " MnatHas VIP-nopoepxka.

TEXHWNHYECKOTro 3adaHnA.

" becnnaTHble oby4atoLLme Kypcbl MO aAMUHUCTPUPOBA-
HWio npofykTos Dr.Web

Ycnyru n cepBuchl
Dr.Web vxCube

® OONaYHbIV MHTENNEKTYabHbIN MHTEPAKTUBHBIN aHaNM3aTop NOA03PUTENbHBIX OOBEKTOB Ha BPedOHOCHOCTb

* Heme[neHHOE V3roTOBMEHME NeYaLlent yTUNUThI Mo pe3ynbTaTaM aHanmsa

= [1nS CNeumanmncToB nNo MHMOPMaLMOHHOM 6e30MacHOCTY 1 KMBEePKPMMUHANNCTOB

He3ameHMMbIM CPefCTBOM B CUTYaLMSX, KOTTla BPEAOHOCHbIV dhalin Mpobpancs BHYTPb 3alMLLIAEMOro aHTuU-
BMPYCOM MepUMETPa UM Yy BacC NOSBUIUCL 0DOCHOBAHHbIE, Ha Balll B3rMS/, MOJ03PEHUs, YTO B CETU 3aBeSCS
«4y>K0M», ABNAETCA 00NaYHbIN MHTEPAKTUBHbIN aHanmn3atop Dr.Web vxCube.

Dr.Web vxCube B Te4eHne 0fHOM MUHYTBI OLEHUT BPELLOHOCHOCTL halina 1 N3roTOBUT Nevallyio yTUnmTy ans
yCTpaHeHs NocnefcTBUA ero paboThl. [poBepKa 3aH1MMaeT OT oAHOW MUHYTHI! 1o pe3ynbTataM aHanm3a npeno-
CTaBNAETCA OTYET. Ero MOXHO NPOCMOTPETh B IMYHOM KabuHeTe nonb3osatens Dr.Web vxCube nnun ckayatb

B BUAE apXuBa.

Ecnv 0ObekT 0fHO3HAYHO NPEeACTaBsAEeT yrpo3y, Nonb30BaTeNlb HEMeAEHHO NOJyHaeT creumanbHylo cOopky
nevaten ytmnutel Dr.Web Curelt! (ecnivi 3To BXOAMT B NIMLEH3MI0) AN OYMLLEHWS CUCTEMbI OT AeNCTBUM, NPOW3-
BeAEHHbIX MPOaHaNM3MPOBaHHbLIM (PanIoM.

ITO AAET BO3MOXHOCTb MaKC/MaJIbHO 6bICTpO O6e3Bpe,£I,l/|Tb HOBel7ILLIy}O Yrpo3y, He 00XnOafacb ODHOBNEHUI NC-
NnoNb3yeMoro aHTnBmpyca.



35 Dr.WEB®

c 1992 rona

Bnaropaps yH1BepcansHocTh yTunuTel Dr.Web Curelt!, cnoco®Hom paboTath 6e3 yctaHOBKM B oOOM cucTeMe,
raoe ncnonb3yetca opyro aHTmeumpyc (He Dr.Web), 3to Byaet ocobeHHOo none3Ho KOMMNaHKsM, Noka He UCNoNb-
3ylowmM Dr.Web B ka4ecTBe OCHOBHOIO CpeacTBa 3allmThl.

Hemopoctyn:
MoapobHee o Dr.Web vxCube:

AHanns BpeAoHOCHbIX (halnoB cneumannucTaMmm aHTUBMpPYCHOM nabopaTtopum «JJokTop Be6»

HW 0iMH aBTOMAaTU3MPOBAHHbIN CEPBUC HAKOTAA HE 3aMEHWT OMbIT M 3HAHWS BUPYCHOMO aHanuTuka. B cnydvae
ecnu BepamkT Dr.Web vxCube o npoaHanu3nposaHHoM charine OyaeT He OfHO3HAYHO BPEAOHOCHbIV, HO Y BacC
OCTaHYTCS COMHEHWS B 3TOM PeLLEHN U, NpeffiaraeM BOCMOMb30BaTbCs YCIyraMi CneLmanicToB aHTUBUPYCHON
nabopatopum «JokTop Beb» ¢ MHOroneTHM OMbITOM BUPYCHOIO aHanm3a.

Ycnyru BKtOYatoT aHanm3 BpegoHOCHbIX harnoB Ntobom CNoXHOCTM, No pe3yfbTaTamM KOTOPOro BblAAeTCs
OTHET, CoAep>XKaLLnM:
onvcaHve anropmutMoB paboTbl BpenoHocHoro MO 1 ero Mmoaynewm;
KaTeropusaLmio 0ObekToB: 0AHO3HAYHO BPEAOHOCHbIN, MOTEHLUMANbHO BPedOHOCHbBIN (Moao3puTeNbHbIN), ap.;
aHanm3 ceTeBoro NPOTOKOSa W BbisiBMIeHNe KOMaHHbIX CEPBEPOB;
BNMSIHME Ha 3apakeHHYIo CUCTeMY U peKOMeHOAUNN K YCTPaHEHMIO 3apaXeHWs.
3asBKM Ha aHTMBUPYCHbIE NCCe0BaHNA NMPUHUMAIOTCA MO agpecy:

Ecnuv Bala KoMNaHWs NocTpagana oT AencTBums BpenoHocHoro MO v Tpebyetcs kKBanuduUmMpoBaHHas 3KCnepTu-
3a BUPYCHbIX aHaNMUTUKOB, BOCMOMb3YUTECh YCIyraMu CreulmanbHOro noapasgenenms KoMnanmum «Joktop Beb».

006 3kcnepThse BKU:
3asBKM Ha 3KCNepTn3y:

© 000 «[lokTop Beb», 2003-2019

«JlokTop Beb» — poCCMCKNin NPON3BOANTESb aHTUBMPYCHBIX CPEACTB 3aLMThbl MHDOPMaLIMM Nof,
Mapkow Dr.Web. MpogykTtsl Dr.Web pa3pabatbiBatoTcs ¢ 1992 roaa.

125040, Poccusa, MockBa, 3-9 ynuua fiMckoro nons, Bn. 2, kopn. 12a

Ten.: +7 495 789-45-87 (MHOrokaHanbHbiin), akc: +7 495 789-45-97
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